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Passkey

More than Biometrics
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Terminology

Authentication - Validating that a user is who they say they are
P T = 3 A N
Biometric + Using a biological characteristic unique to a user to authenticate them.

. « Validating a user with more than just a username and a password (secret)
MUltIfCICtOI’ « MFA assures only the right people with the right credentials have access to key

Authentication information, preventing breaches, security risks, and other disruptions in an

organization's operations.

y)
- Fast Identity Online (FIDO)

FIDO Device - A device that can be used in the log in process to securely authenticate the user using
a key stored in the device itself.

Rl W WD
« A unique digital key stored on a user’s device, used to unlock the user’'s access to a

specific website/app

PCISSkey * Highly resistant to phishing.

» They also stand up to attacks on the corporate network, because private FIDO keys are
stored not on servers but on individual user devices.

TypeS of FIDO » Mobile phones/Tablets
o [=\Vilel=) - Security Keys
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How Does Passkey Work

FIDO Device

* Where Passkeys are stored

Biometric

« How the FIDO device knows it's OK to use the requested Passkey

Passkey

« The digit key to authenticate on a specific app

Application

« Access is granted if the assertion from the FIDO device is recognized
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Using Passkey for Clareity

= Only one FIDO device may be registered

= The member does NOT have to have a
mobile # in their profile to set up their
mobile as a FIDO device.

= Not all devices are FIDO compatible.

= Not are all software or firmware on a
device are compatible (causing the device
to be incompatible).

= Setting up a FIDO device will vary by
device.
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Steps for Authenticating
with PassKey

Register a FIDO Device

When prompted, use the registered
device to authenticate.

You're In!




Future of Passkey

= Security keys
« Hardware used for authentication
+ Security keys include USB, NFC, and Bluetooth®
+ Examples: Yubikey,

= Other external security keys/applications
+ Windows Hello

= Passwordless - Passkeys may be used in the future in lieu of
passwords
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FIDO Screenshots
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Register a Device

* To use a FIDO device for
authentication, the
device must first be

L registered.

Only one FIDO device may
be registered per user.

* A FIDO device does not
require that the members
mobile number be
present in their profile.

For best results, when registering a mobile or tablet from a laptop or
desktop computer, first, make sure that both devices have been turned on
for Bluetooth and the member has them. 8



Register a Device

Security verification
Let’s verify your identity

Please select the method you prefer to receive the security code

Send code via Email

dg****¢

D Send code via Phone

Registering o biometric d:

Is the contact information correct? If not, please contact your administrator.

Select “Click here” to register
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Create a passkey

Choose how you want to create a passkey for ga.clareityiam.net

[0 Windows Hello or external security key 4

Use a phone, tablet, or security key

Cancel

The member will create a Passkey by

clicking on “Use phone, tablet or
security key”. This is a unique key
stored on the members device for
use only on this application.

Please read the instructions carefully
before clicking on the register button.

If using a phone, please make sure to turn the
bluetooth on

Unless creating a passkey on ICloud, passkeys
will only be stored on the device you registered
with.

If using Windows. please make sure Windows
Hello is setup

For Samsung devices, please make sure Samsung
Pass is setup

For certain Android devices, a USB cable might be
required to connect to the laptop

Go Back

Instructions

Create a passkey on a phone or tablet

Scan this QR code with a camera on the device where you want to
create 2 passkey for ga.clareityiam.net

Cancel

Using the FIDO device
(phone/tablet) camera, scan the
QR code provided in the screen.
Then follow the instructions on
your FIDO device.

Follow the steps on your device




Authenticate Using FIDO

Use a passkey from another device?

Verify your identity [/@ Scan this QR code with the device that has the passkey you want to
[ use for ga.clareitylam.net
To keep your account secure, we verify your identity. ‘?

Pleose select the method you prefer to receive code.

User Name Ascociation 1D
Debbie Gibby ctmls

Use a saved passkey for ga.clareityiam.net

E Send code via Email
dg****@corelogic.com . .
] Windows Hello or external security key .
Follow the steps on your device

Cancel

s
=y

Use a phone, tablet, or security key

Biometric Authentication

You will receive a notification

THIcase contact your

administrator.

Can(el

Select “Use phone, tablet or security key” Using the registered FIDO device
(phone/tablet) camera, scan the QR
code provided in the screen. Then
follow the instructions on your FIDO
device.
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Delete a Registere

VIEW USER LOGS REMEDIATE USER

User Details

i Debbie Gibby

3= Controls
MLS Login ID:
Billable » Email Add
ctats o il ress:
MFA » Mobile Phone:
Suspended » Association ID:
Attack Lock » Office:
Force Change Password »
Force Enrollment » External UID:
Force Eula » Registration pending:
FIDO Device:
< CREDENTIALS IDENTITIES ACCOUNT

Multi Factor Authentication

clareitydebbie
dgibby@corelogic.com
214-508-3793

ctmls

Clareity Orphan Office (clareityorphan) Active

clareitydebbie
false

true

VERIFY USER

RET QUESTIONS

EULA

d Device

Risk Score

0 e

NOTES PERMISSIONS >

Delete FIDO Device

CorelLogic

User Details

-

3 Controls

Billable

Status

WIFA

Suspended

Attack Lock

Force Change Password
Force Enrollment

Force Eula

< CREDENTIALS

IDENTITIES

Debbie Gibby

MLS Login ID:

Email Address:

Mobile Phone:
Association ID:

Office:

External UID:
Registration pending:
Registered FIDO Device:

VIEW USER LOGS

ACCOUNT

Multi Factor Authentication

clareitydebbie
false
false
REMEDIATE USER VERIFY USER

Risk Score

0 e

clareitydebbie
dgibby@corelogic.com
2149083793

ctrnls

Clareity Orphan Office (clareityarphan) Active

FECRET QUESTIONS EULA NOTES PERMISSIONS >

User does not have any registered FIDO devices
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Troubleshooting FIDO

Guidance you may provide members

There are many reasons that a device may not be successfully registered:

» Start by making sure that Bluetooth is turned on both devices if you are working on a laptop or
desktop and want to register your mobile phone or tablet.

= Some devices may require that you connect it to the laptop or desktop to register. Some
Android users have encountered this.

= Check with your device manufacturer if it is a FIDO device.

= The device itself may not be compatible or is not a FIDO device. Some older phones are not
FIDO compatible.

» The firmware or software that powers the device may be incompatible. You might look at the
versions of the software and firmware and try to update to the latest version.

While we are pleased to offer biometric as an option, troubleshooting is not available for individual
issues. Encourage members to contact the device manufacturer for further assistance.
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