
Biometrics Using 
Passkey Technology

Clareity Assure 2024



2

Passkey
More than Biometrics



Terminology
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• Validating that a user is who they say they areAuthentication

• Using a biological characteristic unique to a user to authenticate them. Biometric

• Validating a user with more than just a username and a password (Secret)
• MFA assures only the right people with the right credentials have access to key 

information, preventing breaches, security risks, and other disruptions in an 
organization's operations.

Multifactor 
Authentication

• Fast Identity Online (FIDO)
• A device that can be used in the log in process to securely authenticate the user using 

a key stored in the device itself.
FIDO Device

• A unique digital key stored on a user’s device, used to unlock the user’s access to a 
specific website/app

• Highly resistant to phishing. 
• They also stand up to attacks on the corporate network, because private FIDO keys are 

stored not on servers but on individual user devices.

Passkey

• Mobile phones/Tablets
• Security Keys

Types of FIDO 
devices



FIDO Device
• Where Passkeys are stored

Biometric
• How the FIDO device knows it’s OK to use the requested Passkey

Passkey
• The digit key to authenticate on a specific app

Application
• Access is granted if the assertion from the FIDO device is recognized
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How Does Passkey Work



Using Passkey for Clareity
▪ Only one FIDO device may be registered 

▪ The member does NOT have to have a 
mobile # in their profile to set up their 
mobile as a FIDO device.

▪ Not all devices are FIDO compatible.  

▪ Not are all software or firmware on a 
device are compatible (causing the device 
to be incompatible).

▪ Setting up a FIDO device will vary by 
device.
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Register a FIDO Device

You’re In! 

Steps for Authenticating 
with PassKey

When prompted, use the  registered 
device to authenticate.



Future of Passkey
▪ Security keys
• Hardware used for authentication
• Security keys include USB, NFC, and Bluetooth®
• Examples: Yubikey, 

▪ Other external security keys/applications
• Windows Hello

▪ Passwordless - Passkeys may be used in the future in lieu of 
passwords
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Security keys
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FIDO Screenshots
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Register a Device

FIDO
•

•

•

For best results, when registering a mobile or tablet from a laptop or 
desktop computer, first, make sure that both devices have been turned on 

for Bluetooth and the member has them.
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Select “Click here” to register The member will create a Passkey by 

clicking on “Use phone, tablet or 

security key”.  This is a unique key 

stored on the members device for 

use only on this application.  

Instructions Using the FIDO device 

(phone/tablet) camera, scan the 

QR code provided in the screen.  

Then follow the instructions on 

your FIDO device.  

Register a Device
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Authenticate Using FIDO

Using the registered FIDO device 

(phone/tablet) camera, scan the QR 

code provided in the screen.  Then 

follow the instructions on your FIDO 

device.  

Select “Use phone, tablet or security key”
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Delete a Registered Device



Guidance you may provide members

▪

▪

▪

▪

▪
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Troubleshooting FIDO
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